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Transmission Control Protocol September 1981
Status of This Memo

This document speciyes an Internet standards track protocol for the Internet
community, and requests discussion and suggestions for improvements. Please
refer to the current edition of the "Internet Ofycial Protocol Standards™ (STD
1) for the standardization state and status of this protocol. Distribution of this
memo is unlimited.

Copyright Notice

Copyright (C) The IETF Trust (2006).

Abstract

This document speciyes an application protocol mapping for the Network Con-
yguration Protocol (NETCONF) over the Blocks Extensible Exchange Protocol
(BEEP).
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1. Introduction

The NETCONF protocol [1] deynes a simple mechanism through which a network device can be managed.
NETCONF is designed to be usable over a variety of application protocols. This document speciyes an ap-
plication protocol mapping for NETCONF over the Blocks Extensible Exchange Protocol (BEEP) [7].

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be inter-
preted as described in RFC 2119 [2].

1.1. Why BEEP?

Use of BEEP is natural as an application protocol for transport of XML. As a peer-to-peer protocol, BEEP
provides an easy way to implement NETCONF, no matter which side of the connection was the initia-
tor. This "bidirectionality" allows for either manager or agent to initiate a connection. This is particularly
important to support large numbers of intermittently connected devices, as well as those devices that must
reverse the management connection in the face of yrewalls and network address translators (NATS).

BEEP makes use of the Simple Authentication and Security Layer (SASL) [3]. The SASL proyle used by
BEEP allows for a simple and direct mapping to the existing security model for command line interface
(CLI), while Transport Layer Security (TLS) [4] provides a strong, well-tested encryption mechanism with
either server or server and client-side authentication.

2. BEEP Transport Mapping

All NETCONF over BEEP implementations MUST implement the proyle and functional mapping between
NETCONF and BEEP as described below.

For purposes of this document, a manager is a NETCONF client, and an agent is a NETCONF server. Use
of client/server language in BEEP is avoided because of the common notion that in networking clients
connect to servers.

2.1. NETCONF Session Establishment

Managers may be either BEEP listeners or initiators. Similarly, agents may be either listeners or initiators.
To establish a connection, the initiator connects to the listener on TCP port 831. Thus, the initial exchange
takes place without regard to whether a manager or the agent is the initiator. After the transport connection
is established, as greetings are exchanged, they SHOULD each announce their support for TLS and option-
ally SASL. Once BEEP greeting messages are exchanged, if TLS is to be used and available by both par-
ties, the listener STARTS a channel with the TLS proyle. Once TLS has been started, a new BEEP greeting
message is sent by both initiator and listener, as required by the BEEP RFC.

After all BEEP greeting messages are exchanged in order for roles to be clear, the agent MUST advertise
the NETCONF proyle. The manager MUST NOT advertise the NETCONF proyle. If the agent side of the
communication (either initiator or listener) receives a BEEP <greeting> element that contains the NET-
CONF proyle, it MUST close the connection. Similarly, if neither side issues a NETCONF proyle it is
equally an error, and the listener MUST close the connection.

At this point, if SASL is desired, the initiator starts a BEEP channel to perform a SASL exchange to authen-
ticate itself. Upon completion of authentication the channel is closed. That is, the channel is exclusively
used to authenticate.

Examples of both TLS and SASL proyles can be found in [7].

It is anticipated that the SASL PLAIN mechanism will be heavily used in conjunction with TLS [5]. In such
cases, in accordance with RFC 2595 the PLAIN mechanism MUST NOT be advertised in the yrst BEEP
, but only in the one following a successful TLS negotiation. This applies only if TLS and SASL PLAIN
mechanisms are both to be used. To avoid risk of eavesdropping, the SASL PLAIN mechanism MUST
NOT be used over unencrypted channels. More speciycs about the use of SASL and TLS are mentioned in
Security Considerations below.
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Once authentication has occurred, there is no need to distinguish between initiator and listener. We now
distinguish between manager and agent, and it is assumed that each knows its role in the conversation.

2.2. Starting a Channel for NETCONF

The manager now establishes a new channel and speciyes the single NETCONF proyle. For example:
(M = Manager; A = Agent)

M:MSG01.1048 118

M: Content-type: application/beep+xml

M:

M: <start number="1">

M: <proyle uri="http://iana.org/beep/netconf" />
M: </start>

M: END

A:RPYO01.3887

A: Content-Type: application/beep+xml

A:
A: <proyle uri="http://iana.org/beep/netconf" />
A: END

At this point, we are ready to proceed on BEEP channel 1 with NETCONF operations.
NETCONF messages are transmitted with a Content-type header set to "text/xml".

Next the manager and the agent exchange NETCONF <hello> elements on the new channel so that each
side learns the other's capabilities. This occurs through a MSG. Each side will then respond positively. The
following example is adapted from [1] Section 8.1:

A:MSG 10.0457
A: Content-type: application/beep+xml
A:
A: <?xml version="1.0" encoding="UTF-8"?>
A: <hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.0
</capability>
<capability>
urn:ietf:params:netconf:capability:startup:1.0
</capability>
<capability>
http://example.net/router/2.3/core#tmyfeature
</capability>
</capabilities>
<session-id>4</session-id>
A: </hello>
A:END

EPEE2E222222222

M:RPY10.00
M: END

Future NETCONF capabilities may require additional BEEP channels. When such capabilities are deyned,
a BEEP mapping must be deyned as well.

At this point, the NETCONF session is established, and capabilities have been exchanged.

2.3. NETCONF Session Usage

Nearly all NETCONF operations are executed through the <rpc> element. To issue a remote procedure call
(RPC), the manager transmits on the operational channel a BEEP MSG containing the RPC and its argu-
ments. In accordance with the BEEP standard, RPC requests may be split across multiple BEEP frames.
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